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| Our Focus

Using strong passwords and a
password manager

Enabling multi-factor authentication

Recognizing and reporting phishing

Updating software




| Passwords: Keys to Your Digital Castle

I

Long
At least 12 characters
in length

<O
OO

Unique
Never reuse
passwords

Complex
Combination of
character types



1 20 Most Common Passwords of 2024

Rank

10

2020
123456
123456789
picturel
password
12345678
111111
123123
12345
1234567890

senha

2021
123456
123456789
12345
gwerty
password
12345678
111111
123123
1234567890

1234567

2022
password
123456
123456789
guest
qwerty
12345678
111111
12345
col123456

123123

Rank

11

12

13

14

15

16

17

18

19

20

2020
1234567
qwerty
abc123
Million2
000000
1234
iloveyou
aaron431
passwordl

qqww1122

2021
qwerty123
000000
1g2w3e
2al2345678
abc123
passwordl
1234
qwertyuiop

123321

password123

2022

1234567

1234

1234567890

000000

555555

666666

123321

654321

7777777

123

Watching you by
hacker




| Creating Long and Complex Passwords

Begin with a

Long Phrase Integrate Varying

Capitalization Add Symbols

(atleast 12 characters)

Mary had alittle lamb maryHaDalittleLAMB maryH@Dalittle(LAMB)

Singing in therain siNgingintHerAiN &iNg!ngin+HerAiN

Make a difference MakEadiFfereNcE M@kEadiFfereN<E

Basking in the sun bAskingiNtHesUn bASking!ntHesUn

Memorize this meMoRizEthls m#MoRizEthl&

maryH@DalittI3(LAMS)
&iN9!ngin+h3rA|n
M@kE4d1Ff3reN<E
8ASking!INtHe5Un

M#MOR1zEthi&



| Managing Passwords

Keep your

passwords

In a secure
location

Utilize a
password

manager
(aka vault)

Benefits of
a password
manager

* Do NOT use paper or sticky notes

* Do NOT store passwords in clear-text on
your computer - Word, Excel, etc.

* Microsoft Edge
e Chrome?

® One strong password to access them all

* Passwords are stored securely

e Auto-fill username/password on websites
* Sync between desktop, laptop, and mobile




| Password length <-> time to crack

Time for an attacker to brute
force passwords.

Are you in the yellow or green?

Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
19 secs
3 mins
32 mins
5 hours
2 days
3 weeks

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours
2 days
2 months
4 years
100 years
3k years
69k years

Upper and
Lowercase
Letters

Instantly
Instantly
instant
2 secs
2 mins
1 hour
3 days
5 months
24 years
1k years
64k years

Numbers, Upper Numbers, Upper

and Lowercase
Letters

Instantly
Instantly
Instantly
7 secs
7 mins
7 hours
3 weeks
3 years
200 years
12k years

s Aare

and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
31 secs
39 mins
2 days
5 months
34 years
3k years

DM vears

#1531 NG -
- 181

467bn years

179bn years
11tn years

92bn years
7tn years
438tn years




| Enabling Multi-Factor Authentication

VARV,

Microsoft authenticator

Password
PIN
Passcode

Pattern

Authentication code via
text/email/phone/token

Verification request from a
mobile app

USB plugged into the
device attempting to
access the account

Smart card or keys

Fingerprint scan
Facial recognition
Retina scan

Voice verification




| passwords exposed

24 Billion

passwords exposed by hackers in 2022




| 2FA - two-factor auth

e “Beyond” a username and
password

e Second form to prove it is you
e Typically, out-of-band

MFA Success Stories

o
YO u r ¢ SMS (Not as Secure)

e Phone call (Not as Secure)

O n E‘tl m e e Applications

e Email

COd e * Phone pop-up

” * Google Authenticator
| S e Microsoft Authenticator

Automated botattacks Bulk phishing attempts Diffi Ct‘lt' ta :jgf)tele/l?ﬂia cks
prevented with SMS code or thwarted by MFA stopped by
on-device prompts

100% 96% 76%




| Tips, Best Practices and Considerations

Availability Prioritization Diligence

Not everyaccount or device
offers MFA.

e Stay abreast of security updatesthat may
enable
the functionality

Common types of accounts that offer MFA:
* Banking / CreditCard
* |Insurance / Medical
* Email
* Social Media
* Stores / Online Shopping



| Recognizing and Reporting Phishing




I Phishing

Unofficial or unfamiliar sender address
Generic greeting

Misspelled words and grammatical errors
Unprofessional or atypical formatting
Language intends to urge immediate action
Unusual request for sensitive information

Links that are shortened or mask the destination

Action Required: Password Expiration At

Subject: Please update you’re account information
Date: August 25,2023 10:25:12 AM MST

2 e

Our records indicate that your password need to be
updated ASAP in order to continue to access you're
account.

3 Rebe-e mﬂ wifhc:you_ 6

so we can confirm your identity or click the
link below to be take to a login screen where you con
enter your credentials.

Thank you,

Customer care team

I 7



mailto:wellsfargo%40gmail.com

| Sophisticated Phishing

You have been invited to a document

“Sha r ePoint ”
<notificati o>
beé¢n invited to a document August 28,202
9:45:12 AMMST

You have been invited to access a resource on SharePoint

Accept or Decline this request.

Requested resource: Click Here

Invited by: Organization — All employees group

s o

REPLY FORWARD



mailto:notification%40docushare.online

| Phishing Attachments

Unsubmitted time notice

| “Payroll” <
payroll@employeecenter.net>
Unsubmitted time notice
D23 2:12:12 PM MST

E Y weeklytimesheetxlsm
R s
=[] 17k8

Hello,
*#+4Payroll has identified you as having an unsubmitted time for week ending 10/6/2023*#

Please submit your timesheet to your manager for approval to ensure an accurate paycheck. With the
update to timekeeping, please note that you can make necessary correctionsto your timesheet yourself.

The timesheet template is attached to this message. Please review it and submit.
Remember the submission deadline is 9:00 a.m. Mondays.

Thank you,
Payroll

REPLY FORWARD



mailto:payroll%40employeecenter.net

| Phishing For Replies

Join our disc golf crew!

! “Ted d y” <Teddy@sharecloud.us!>
Join our disc golf crew!
August 25,2023 1:25:12 AM MST

Hello there!

We're putting together a disc golf crew to get together after work for some fun and
drinks!

If you're interested shoot me a reply with your I’uame and employee ID I;o | can get you
registered for the team!

We play Wednesday afternoons for 5:30 p.m. until we decide to stop.

Looking forward to hearing back from you!

-Teddy

REPLY FORWARD



mailto:Teddy%40sharecloud.us

| Coordinated Attack

High-severity alert: Network access elevated

“I'T S upport” < support@employeecenter.net>
High-severity alert: Network access elevated
May 5, 2023 11:25:12 AM MST

A high-severity alert has been triggered
. Network access elevated due to use
override Severity:High
. Time: 5/5/2023

. Activity: Protection
. Details: 1 alert hit on 2cbbd-43nm-09d847388uii, sent by Unknown at time 2022-08-2022 12:21:55.

Due to the severity of this aldrt, your current network sessionhas been terminated from all corporate
‘!Wmmljed. To restore your access to cooperate systems and resources you MUST call
the IT department at 1-800-265-5328. Due to the severity of this alert, please DO NOT call the internal IT
support helpdesk phone number and DO NOT attempt to resolve this issue yourself.

. Thank you

M REPLY ¥ FORWARD



mailto:support%40employeecenter.net

| Smishing Examples

| found this old pic of us!
What year was
this? http://tinyurl.com/84

692tjk

g3gibhggela;bu8GdYsPhgal36
Ogw

Message...

OK

Google Security: Changes were
recently made to your Google
account. Loginto configure
your settings.

Unusual activity detected in your
online banking. Please login at
http://bit.do/dg2Q to secure
your account.



http://tinyurl.com/84
http://bit.do/dg2Q

| When You Catch a Phish

What to do when you suspect a message is phishing

@ Anywhere

Do not click interactive elements in the
message

* Do notreply to orforward the email

* Do notclick, open or
download attachedfiles

* Do notfollow the message’s
instructions

* Notify the purported sender using a
new email or alternate method

* When authenticity is not established,
delete the message immediately

THT At Work

0

\\

Follow your organization’s policy, which may
include reporting it to your technical support
team

fiuSn@ At Home

* Report the message to the purported sender
and, if possible, the email provider

* Blockthe sender’s email address or phone
number



| Is the link safe in 4 steps

(. Were you

expecting alink?
* Not just email!
» Social Media

* SMY iMessage
e Zoom, Teams,

Slack, etc.
N

—

* Doesit passall 3
tests?Sill use
caution
“When in doubt,
throw it out”

\

Were you
expecting
alink?

)

* Hover over the Iinkw
to ensure that it

leads to where it

says it does

* Isit asiteyou
recognize?
Doesit feel
“familiar” toyou?
Be skeptical

Link expander
www.linkexpander.com



http://www.linkexpander.com/

| Other Email Scams

EverythinQ s allowed! Just don't forget Via.gra.

. BEST CAN DRUGS <onhne_prll $1\opShfal<pharmacy.canada >

To:

SHIP  NQW [RX.COMPANYJ

IICCOUI -Jﬂ .-n&ION(Cim <817til068Itn xmltrrad indo >
i \
couil .,...,C)ftI \

damazon Customer Support

W.IIMIl.c.d- L, )'out - SoP1NMUijiCioM )yOut -

.nt posdolcCunon "fOUI-III.. 2¢ .. 01*1™9 it
Oecea.tr ci<IMlled

Update Now

/

http://redirect keresked].com

W.fi0oOIMio- .....€ V - -

Amazon com

FirtMil: [ — -
Sinl: Tufe.d.y. M 1eft]8, .}017 1::ll
Tt

Subji<=l: INSTRUCTJON FOR '.MRF TRANSI'FR
Hi o

I need 4 to proress a wire transferro a ne"y ...1'-dow
%‘Ime

please ., -..11'1hell ) ou call ge'l
cta.le
ml—
1fJ lor
soriec: (R -
e ¢ ¢ ¢ o« hasshared
Memo.pdf
Opens
m |

Dear Apple Customer,

To 9tl INd Iruo I0QJ apple coum . yoollnttod 10 confllll your kcoom . I'susy: Clidc
tilt link [14btl to Olitn a ucurt I>'OMit Iritldow. ¢ f\rm tiw.l .,ou'rt tiif ownttof tnt
account and ct!M lollow tht iMtructkms

The lank Tl txl)ire 72N\Olits ttr t hi s wl!
stilt.

Unlock"-"IM

Tuesday, 28 January 2020 at 03:51

Show Details

G o Ifltmc.hed rfocumint onQfetymus\irti rthf1tilts p r t ofowON'liM.
1M tWm t| Qusrrtyou.

1Mthel  btlow to download

Safety Measures. pdf

Symptoems Common symptoms include fever, cough, shortness of breath, and breathing difficulties,

Regards
Or e T
Specialist wuhan-virus-advisory



http://redirect/

| General Tips & Privacy

<~ 8

Do NOT connect unknown or
unauthorized media (or devices)
Programs can run when plugged in
without you doing anything
Examples

O

O O O O

USB/flash drives

SD or micro-SD cards

CDs or DVDs

External hard drives

Cell phones <- Often forgotten



| Encryption

® Can help protect your data
e Can also “help” an attacker, e.g. ransomware
® Protecting data sent or received

X o

O

HTTP v vs. HTTPS
Wireless -> WPA2 (AES) recommended

® Protecting devices

©)
©)

Helpful if device is lost/stolen
Often associated with phone
PIN/passcode

Microsoft Windows - BitLocker
Apple MacOS - FileVault



| Internet Safety Quick Tips

Never click or install anything based on a pop-up froma Do NOT assume a site is legitimate simply because
website of the “padlock”

“Trusted” websites can & have hosted malware, aka
malvertising

Local news?
W SJ, Forbes, ESPN, Yahoo, etc. L
Limit browsing to business relevant sites? No more padlock?

(i) Info or Not secure
Avoid public: Wi-Fi, computers (hotels, libraries), charging, A Not secure or Dangerous

etc.




| Enable updates straight from the source

BN

Automation: Enable updates straight from the
source

Be suspicious of pop-up windows that urgently
demand software updates via download.

Avoid piratedand unlicensed software, as they
often serve as a tool to spread malware.

Do not click links in emails pushing for
application, software or device updates.
Navigate directly to the source and check for
updates.



| Key Cybersecurity Behaviors

EEETIN _ &ﬁ @

Use Strong Passwords Enable MFA Recognize and Report Update Software Regularly Assess Your
Phishing Digital Hygiene

To stay safe online, make these behaviors part of your regularroutine

{é} U, @ ¥ T,
O H O_Q_O f’?—:—*—'{fﬁ.?‘t
‘f_l—’_ VPN };
2 2 2 | | NP4

Create Backups Learn From Security Share Cybersecurity Avoid Using Public WiFi Usea VPN
Awareness Training Knowledge With Others



Thank You...




